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ABSTRACT

The idea of telemedicine can be characterized as utilizing different information transfers to give social
insurance or therapeutic data and administrations by doctors and medicinal foundations to patients at remote zone or
faraway places. Security and protection are among the most essential issues for information transmission in
telemedicine framework. Security of telemedicine framework is especially vital on the grounds that touchy
therapeutic data must be shielded from unapproved work force for individual focal points and false acts. It gives an
answer for secured remote information transmission in telemedicine framework. First the biomedical sensors which
are worn on the human body collects real time physiological data such as temperature and heart rate from the patients.
The data from different patients are filtered, modulated and transmitted through radio frequency of 4.3 GHz through
transmitter. The data of each patient is attached with different random keys generated for each physiological data
from each patient. These signals are received by the receiver and they are modulated. Fuzzy logic is applied here in
order to know which patient’s packets of data are received by it at the same time and to allow which patient’s data
should be taken at a time. So by this the data of the patients will be protected because of the unique keys provided
for them. By this a solution could be drawn to securing of patients data while transmitting from remote areas through
telemedicine system to the professionals accessing it. Future work could be done by collecting all types of
physiological data from many patients and sending it through a set frequency for a particular terminal unit.
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1. INTRODUCTION

At the point when telemedicine was initially proposed in 1970s its capacity was frequently restricted to offer
therapeutic counsel administrations. The expression "telemedicine" is gotten from the Greek word "tele" signifying
'at a separation' and the present word "medication” which itself gets from the Latin word "mederi" signifying
'mending'. Telemedicine has various definitions, it is an expression initially authored in the 1970's by Thomas Bird,
alluding to social insurance conveyance where doctors inspect inaccessible patients through the utilization of
information transfers innovations. The European Commission’s health care telematics programme defines
telemedicine as: "rapid access to shared and remote medical expertise by means of telecommunications and
information technologies, no matter where the patient or relevant information is located."

Telemedicine: Telemedicine is the procedure of utilizing correspondence through sound and video to pass on or
trade notes around a patient with a specialist or additionally starting with one therapeutic expert then onto the next.
It is not limited to one single spot and really can occur between two remote locales found anyplace in the nation.
Here the medicinal data is traded starting with one site then onto the next by means of electronic interchanges for the
wellbeing and training of the patient or social insurance supplier and with the end goal of enhancing patient
consideration. Telemedicine incorporates consultative, symptomatic, and treatment administrations.

Types of Telemedicine: Telemedicine can be broken into three principle classes: store-and-forward, remote
observing and intelligent administrations. In this paper remote checking is been utilized. It is otherwise called self-
observing/testing, empowers therapeutic experts to screen a patient remotely utilizing different innovative gadgets.
This strategy is essentially utilized for overseeing incessant sicknesses or particular conditions, for example, coronary
illness, diabetes mellitus, or asthma. These administrations can give equivalent wellbeing results to customary in-
individual patient experiences, supply more prominent fulfillment to patients, and may be financially savvy.
Physiology: Heart Rate The heart is framed of cardiovascular muscles which have the property of volatility and
conductivity. Thus, when the cardiovascular muscles are invigorated by a particular boost, these got energized and
start the waves (depolarization) of electric potential called heart motivations which are led along the uncommaon heart
muscle strands on the mass of the heart chambers.

It is affirmed from the way that when a heart is isolated from the body and is set in a physiological saline
arrangement (e.g. Ringer's answer), it continues thumping for some time. Initiation of pulse is under three
extraordinary groups of cardiovascular muscles called nodal tissues like sino-atrial node (S.A. hub), atrio-ventricular
node (A.V. hub), heap of his. Heart rate is the quantity of heartbeats per unit of time which is commonly
communicated as pulsates every moment (bpm) and it can shift as the body's have to assimilate oxygen and discharge
carbon dioxide changes, for example, amid activity or rest.

Normothermia: Typical human body temperature, otherwise called normothermia or euthermia, is an idea that relies
on the spot in the body at which the estimation is made, and the season of day and level of action of the individual.
There is no single number that speaks to a typical or solid temperature for all individuals under all circumstances
utilizing wherever of estimation. The normally acknowledged normal center body temperature (taken inside) is 37.0
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°C (98.6 °F). The season of day and different circumstances likewise influences the body's temperature. The center
body temperature of an individual has a tendency to have the most reduced quality in the second 50% of the rest
cycle, the least point, called the nadir, is one of the essential markers for circadian rhythms. The body temperature
likewise changes when a man is eager, sluggish, or frosty. The warmth is produced by the majority of the biochemical
responses did by cells. The liver is the principle supporter of warmth since it does many responses. Each time
supposed "fuel nourishment” like protein, sugar or fats is separated, warmth is discharged as a by-item. The real
result of this "tissue breath" is a particle called Adenosine Tri Phosphate (ATP) which is utilized by all phones for
vitality.

Security and Confidentiality: As a result of the special blend of patient information, video imaging, and electronic
clinical data that is produced between two removed destinations amid a telemedicine experience, security worries
that regularly relate to patient restorative records may be amplified inside of the telemedicine enclosure or may be
diverse in character by and large. Telemedicine innovation is new to the point that numerous new protection and
security issues are a few seconds ago becoming visible. Telemedicine innovation carries with it worries about
security, security, and classification that run past those connected with ensuring restorative records. Distinguishing
those particular concerns is a few seconds ago starting.

A great part of the enhanced security in telemedicine can be credited to the improvement and utilization of
encryption keys when trading data over the web. These SSL keys regularly have a 128 piece or even 256 piece
encryption technique, which implies that there are up to 256 individual variables that can each have stages. It would
take a super PC a huge number of years to just print out the quantity of conceivable changes, not to mention really
attempt to "break" the code. Just the coordinating key can open the encryption. On account of secure computerized
criminological imaging, this coordinating key is given by the security organization as a long watchword and an one
of a kind email address. Just a qualified proficient, such an attendant expert, can then view and open the records.
This level of security is completely important to ensure the kind of data that is being traded. Secure computerized
scientific imaging has been an especially critical headway in the mechanical security of telemedicine. Albeit most
measurable imaging records are normally connected with violations, the security methodology created to ensure
them have spread to different ranges of telemedicine, through and through reinforcing the level of insurance of patient
secrecy.

System Design: The basic block diagram of the project has two parts the transmitting side at the patient’s terminal
and the receiving side at the remote terminal which is at the professional side. The transmitting side block includes
the temperature sensor and pressure sensor from different patients. The signals are collected, filtered and amplified.
It is then provided to the Microprocessor and then the signal is modulated before being transmitted. The transmission
is done by Radio frequency at the frequency of 4.3 GHz. The receiving terminal receives the signals by receiver whip
antenna and checks it whether it belongs to it and then demodulates the signals. It provides it to the microprocessor
which works with the fuzzy logic control. The signals are changed to bits and then sent to the personal computer by
RS232. The MAX 232 acts as an interfacing which mediates between the receiver sides to the personal computer
through RS232.

Temperature Sensor: The LM358A series are precision integrated circuit temperature sensors, whose output
voltage is directly relative to the Celsius (Centigrade) temperature. The LM358A in this way has advantage over
linear temperature sensors adjusted in ° Kelvin, as the user is not required to subtract a vast consistent voltage from
its output to acquire helpful Centigrade scaling. The LM358 does not require any external calibration.

Heart Rate Sensor: An opto-isolator or an optocoupler is a gadget that uses a short optical transmission way to
exchange an electronic sign between components of a circuit, normally a transmitter and a beneficiary, while keeping
them electrically detached subsequent to the electrical sign is changed over to a light bar, exchanged, then changed
over back to an electrical sign, there is no requirement for electrical association between the source and destination
circuits.

Application of Fuzzy Logic: Fuzzy Logic is a type of multi-esteemed logic got from fuzzy set hypothesis to manage
reasoning that is approximate and not precise. Fuzzy logic variables might have a truth esteem that ranges somewhere
around 0 and 1 and is not compelled to the two truth estimations of classic propositional logic. In this paper abnormal
and normal set of values of physiological data is been fixed on the microcontroller with the help of fuzzy logic. And
priority is been set for the abnormality data so that it reaches the receiving terminal unit first than others. So when
we are using this technique in a hospital or an area where more number of patients are been used fuzzy logic works
much better.

Unique keys attached with the temperature and pulse rate determined from the patients. Unique keys attached
for different patients to identify each of them. Keys are checked at the remote monitoring station receiver terminal
whether it belongs to its patient side monitoring transmitter. This will help us to secure the physiological data which
is been transmitted to the receiving terminal unit.
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2. DISCUSSION AND CONCLUSION

In this paper analysis of security scheme is been provided. This has number of advantages like generation of
uniqur keys, directly using the physiological data with different keys for different patients. Utilizing the proposed
plan, physiological signs distinguished by biomedical sensors have double capacities: for wellbeing and restorative
purposes and additionally to secure information transmission. Compared to other transmitting frequencies like
Wibree- bluetooth, Zigbee, etc. Radio frequency transmission could be done for long distances useful in remote
areas. Covers long range and has little or no latency i.e time delay experienced in a system during transmission.
Many number of patients data could be received at the remote monitoring side. No chance of data being stolen in
between transmission.
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