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ABSTRACT 

In this paper the proposed approach consists of two phases such as trust management model and defense 

mechanism for Sybil attacks. At first the trust management model is introduced, in which the similarity mining 

approach will be applied for estimating the similarity between the reports of two nodes, based on which, a direct trust 

value is computed for each vehicle. Then a majority voting algorithm is applied to verify the critical messages from 

the vehicles based on the estimated direct trust value and the decision of vehicles. At second phase to defend against 

Sybil attacks, a revocation check technique is applied followed by a tracing and revocation mechanism. 
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1. INTRODUCTION 

A special class of Mobile Ad-Hoc Networks (MANETs) is vehicular ad-hoc network (VANET) in which, 

nodes self-organize and self-manage information in a distributed fashion (Ayonija Pathre, 2013). A vehicular ad-hoc 

network (VANET) is a type of network which is formed by combination of vehicles and infrastructure points (Brijesh 

Kumar Chaurasia, 2011). Infrastructure points are called road side units (RSUs). RSUs are positioned at definite 

space on the road, alike an access point in conventional wireless ad hoc networks for providing compulsory 

infrastructure support for network setup and communications. There is no need of fixed infrastructure, like base 

station or, mobile switching center in VANET (Erritali, 2013). In vehicular ad-hoc network (VANET) the 

communication can either be among vehicle (vehicle-to-vehicle) or between vehicle and infrastructure (vehicle-to-

infrastructure) (Ayonija Pathre, 2013; Brijesh Kumar Chaurasia, 2011; Erritali, 2013; Sushmita Ruj, 2011). 

The VANET goal is increasing road safety. For attaining this, the vehicles behaving as sensors, exchange 

warnings or telematics information like current speed, location or ESP activity so as to  enables the drivers to react 

early to abnormal and potentially dangerous situations like accidents, traffic jams or glaze. Furthermore, authorized 

entities such as police or firefighters could send alarm signals and instructions for instance to clear their way or stop 

other road users. Also, VANET can increase comfort by value-added services like location based services or Internet 

on the road. The three application categories such as warnings and telematics information, alarm signals and 

instructions and value-added services imply different security and privacy requirements with respect to the protection 

goals integrity, confidentiality and availability. However, it requires a security infrastructure establishing mutual 

trust and enabling cryptography (Klaus, 2008).  

In our previous work (Arul Raj, 2015), an Anomaly Based Intrusion Detection with Group Signature Based 

Authentication technique is proposed for VANET.  A trusted set of nodes (TN) are found based on the outcome of 

intrusion detection. Anomaly Detection scheme based on Bayesian classification is applied for intrusion detection. 

Then audit data related to new system activities is evaluated to detect deviations between the current and the reference 

behaviours.       

New pragmatic data is compared to the reference model by means of a Bayesian classification and cluster 

pertinence evaluations, if there is a difference then intrusion is detected if the both data are matched then this node 

is added to set of trusted nodes. The trusted authority (TA) issues digital certificates for vehicles and RSUs and 

maintains a Certificate Revocation List (CRL) containing the certificates of revoked vehicles. The RSU assigns a 

group signature to TN for authentication.  

Sybil attacks pose a serious threat though MANETs need a unique, distinct, and persistent identity per node 

for their security protocols to networks. A Sybil attacker can either create more than one identity on a single physical 

device to launch a coordinated attack on the network or can switch identities to weaken the detection process, thereby 

promoting lack of accountability in the network. In Sybil attack, the attacker sends numerous messages to other 

vehicles and each message enclose different fabricated source identity (ID) in Sybil attack. It presents 

misapprehension to other vehicle by sending some off beam messages like traffic jam message (Sohail Abbas, 2013). 

Hence as an extension to (Arul Raj, 2015), we propose to design a trust management model and defence mechanism 

for Sybil attacks. 

2. RELATED WORKS 

Ameneh Daeinabi and Akbar Ghaffarpour Rahbar (2013), proposed an advanced secure scheme based on 

Clustering and Key Distribution (SCKD) among members and cluster-heads in VANET. The SCKD was a 

coordination based algorithm which deployed clusters and their cluster heads are chosen from trusty nodes. The 

scheme deployed the proxy signature, blind proxy signature, hashed message authentication code, and symmetric 

cryptography. However it has complexity. 
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Carlos Ganan (2014) have proposed a Privacy Preserving Revocation mechanism (PPREM) which is based 

on a universal one-way accumulator (OWA) to check the validity of the certificates. The certificate authority (CA) 

collects all the revocation information in one single value that is transmitted to all the entities in the network.  

Then, any vehicle validates any other entity’s certificate by providing the witness for the unique value 

contained in its certificate. However message may be dropped at initial stage. 

Jie Zhizhong (2012) have proposed a trust model dependent on trust degree and implemented on 

opportunistic routing. The trust relationship for each node with neighbours and trust degree were formulated.  The 

trust model consists of direct and indirect trust degrees. Then based on the combined trust degree, a minimum cost 

opportunistic routing is developed which selects the optimal forwarding node from the trust forwarding list. However 

there was higher average delay. 

Nianhua Yang (2013), has proposed a trust and reputation management framework for VANETs In the 

framework, a similarity mining technique is used for identifying similar messages or similar vehicles. Then 

reputation evaluation and updating algorithms are proposed for evaluating a new vehicle’s reputation based on the 

similarity theory. The framework is applied to decide whether a message is trustworthy when a vehicle receives an 

event message. 

Zhen Huang (2012), have proposed a novel voting scheme to overcome the problems of simple voting which 

leads to over sampling and incorrect results in VANET. In our scheme, each vehicle has different voting weight 

according to its distance from the event. The vehicle which is closer to the event possesses higher weight.  

Ahren Studer (2009), have proposed a key management scheme based on Temporary Anonymous Certified 

Keys (TACKs). It prevents eavesdroppers from linking a vehicle’s different keys and provides timely revocation of 

misbehaving participants while maintaining the less overhead for vehicle-to-vehicle communication. 

Proposed solution for Trust Management Model and sybil attacks: 

Overview: To overcome the previous drawbacks, in this paper the solution for trust management model and Sybil 

attack is proposed. Therefore we have designed a trust management model and defense mechanism for Sybil attacks. 

In the trust management model, similarity mining approach (Nianhua Yang, 2013), will be applied for estimating the 

similarity between the reports of two nodes,  based on which , a direct trust value is computed for each vehicle. Then 

a majority voting algorithm (Zhen Huang, 2012), is applied to verify the critical messages from the vehicles based 

on the estimated direct trust value and the decision of vehicles. To defend against Sybil attacks, a revocation check 

technique (Ahren Studer, 2009), is applied followed by a tracing and revocation mechanism. 

 
Figure.1. Block diagram for the proposed model 

Trust management model: The trust  management model consists of two phases. The first phase develop message 

trustworthy model and in second phase the proposed similarity mining algorithm is used for repeaters and messages.  

 
Figure.2. Distribution model of Event message 

Similarity mining: The objects are given as follows  

uM = },.........,{ 21 nmmm Set of messages 

uB = },.........,{ 21 nbbb  set of vehicles 

The similar trust values are obtained when this condition exist, that is the same event produced by the same 

vehicle at similar location and similar time. The table.1, shows the Properties of messages produced by the same 

vehicle and their trustvalues for the event of congestion 
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Table.1. Properties of messages and trust values of same vehicle 

 Lat Long T VT 

m1 31.220500 121.470800 00:00:45 0.2 

M2 31.220300 121.470500 10:00:45 0.6 

M3 31.220300 121.470100 17:35:41 0.95 

M4 31.220800 121.469800 09:15:49  

Latitude, longitude, time of the messages are generated with location. Vehicle fits to the same class usually 

holds the related repuatation. Further more to evaluate the m4, then the similarity between m4 and other messages 

are calculated. Thus the similarity between two nodes can be evalutaed by the euclidean distance between them. 

Their will be less similarity when the distance between the node increased (Ayonija Pathre, 2013). 

The euclidean distance between the node is calculated using  
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P andQ are vectors uP , uQ indicates the value of u-dimension in the vector. Thus by using the above 

equation, it is represented as that the peak hour as 1 and non-peak hour as 0. 

Voting algorithm: Let ub Number of nodes which report A -number of vehicles which report NA and if 0bu 

then 1du  then it specifies that the “accident occurred” and if 0bu  , then 1du  . Here the benign vehicle 

transmits ud  and a malign vehicle transmits u-d . 

Thus the vehicles are given more weight which is so closer to the event than to the vehicles that are away. 

Thus the opinion of a vehicle which detects an event directly is given a weight of one and the other vehicle which 

receive second hand data is set to a weight  and the Opinion of the vehicle at two hops from the direct observer is 

given a weight
2   (Brijesh Kumar Chaurasia, 2011).  

Notations: 

uM -Message 

un -Node 

h  number of hops from the first hand observers to un  

S  - set of vehicle 

A -Accident  

NA - No accident 

ud -decision of any vehicle un  

d(u)Nb - Neighbourhood set of vehicle un  

 - Weight  

Algorithm:  

Input: The node un have to make a choice and messages vM where )d(nNn ubv   

Output: The decision taken by node un is accident or no accident i.e. correct or incorrect  

ub =0 

for )d(nNn ubv  and un do 

)( vMh
v    

vvu db ub  

end for 

if 0bu  then 

if un is a best node then 

1d u   

Choice of un is “accident occurred” 

else 
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1du   

Choice of un is “accident not occurred” 

end if  

else 

if un is a best node then 

1du   

Choice of un is “accident not occurred” 

else 

1du   

Choice of un is “accident occurred” 

end if 

end if 

d(u)Nb
min1)( uMh and in front )}({ vMh  

Defense mechanism for Sybil attacks: The malicious On Board Unit (OBU) will do an attempt to get  multuiple 

TACK certificates from Regional Authority (RA) to satirize multiple vehicles. Thus an efficient revocation check 

technique is used to defend against sybil attack. 

Revocation check technique: Thus to obtain the following properties by setting the random numbers used during 

group signature generation for the same RA. The properties are;  

Property1: If two request was send by OBU to the same RA for TACK certficates with in an epoch then fixed 

numbers can be used by RA to link the two request to the same OBU. 

Property2: The request are completely unlinkable if an OBU sends two requests for TACK certificates indifferent 

time epochs or to different RAs. 

P1avoids a malicious OBU from requesting multiple TACL certificates at the same RA with in the same 

epoch. P2 promises authentic OBUs anonymity. 

Tracing and Revocation: The police can recover the group signature  connected with the 


rY from RA when the 

OBUTACK public key 


rY  disobeys Thus the police will request the group manager to trace and revoke the signer 

from group signature  . Then the group manager will use a tracing algorithm which will tests  against the group 

user keys of OBUs in the set. If M recognises ub as the disobeying OBU then M adds a revocation token and will 

distribute the new RL to RAs (Erritali, 2013). 

Overall Algorithm: 

Step1: To design a trust management model  

Step2:Thus in trust management model, similarity mining approach will be applied for estimating the similarity 

between the reports of two nodes,  based on which , a direct trust value is computed for each vehicle.  

Step3: Then a majority voting algorithm is applied to verify the critical messages from the vehicles based on the 

estimated direct trust value and the decision of vehicles.  

Step4: To defend against Sybil attacks, a revocation check technique is applied followed by a tracing and revocation 

mechanism. 

2. SIMULATION RESULTS  

Simulation Parameters: We use NS2 [ ] to simulate our proposed Trust Management Model for Defense against 

Sybil Attacks (TMMDASA) protocol. We use the IEEE 802.11 for VANET as the MAC layer protocol. It has the 

functionality to notify the network layer about link breakage. In our simulation, the attacker is varied as 1, 2, 3, 4, 5 

and 6. The area size is 2500 meter x 700 meter square region for 50 seconds simulation time. The simulated traffic 

is Constant Bit Rate (CBR).  

Our simulation settings and parameters are summarized in table.1,  

Table.1. Simulation parameters 

No. of Nodes 82 Rate 50Kb 

Area 2500 X 700 Propagation Two Ray Ground 

MAC 802.11 Antenna Omni Antenna 

Simulation Time 50 sec Attackers 1, 2, 3, 4, 5 and 6 

Traffic Source CBR   
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Performance Metrics: We evaluate performance of the new protocol mainly according to the following parameters. 

We compare the PREM (Carlos Ganan, 2014), protocol with our proposed TMMDASA protocol. 

Average Packet Delivery Ratio: It is the ratio of the number of packets received successfully and the total number 

of packets transmitted. 

Average end-to-end delay: The end-to-end-delay is averaged over all surviving data packets from the sources to 

the destinations. 

Throughput: The throughput is the amount of data that can be sent from the sources to the destination. 

Packet Drop: It is the number of packets dropped during the data transmission 

Results & Analysis: The simulation results are presented in the next section.  

Based on Attackers: In our first experiment we are varying the number of attackers as 1, 2, 3, 4, 5 and 6.  

  
Figure.2. Attackers Vs Delay Figure.3. Attackers Vs Delivery Ratio 

  
Figure.4. Attackers Vs Drop Figure.5. Attackers Vs Throughput 

Figures.2 to 5, shows the results of delay, delivery ratio, packet drop and throughput by varying the attackers 

from 1 to 6 for the CBR traffic in TMMDASA and PREM protocols. When comparing the performance of the two 

protocols, we infer that TMMDASA outperforms PREM by 39% in terms of delay, 45% in terms of delivery ratio, 

57% in terms of packet drop and 76% in terms of throughput. 

3. CONCLUSION  

The trust management model and defense mechanism for Sybil attacks is proposed in this paper. Here at first 

the model is generated and then similarity mining approach is used for estimating the similarity between the two 

nodes. Based on that a trust value is evaluated for each vehicle. After that voting algorithm is applied to verify the 

critical messages from the vehicles based on the estimated trust value. Finally defend against Sybil attacksuses 

arevocation check techniquefor tracing and revocation.  
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