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ABSTRACT
The Skylarking (pilot spoofing) attack is one kind of active eavesdropping activities conducted by a
malicious user during the channel training phase. By transmitting the identical pilot (training) signals as those of the
legal users, such an attack is able to manipulate the channel estimation outcome, which may result in a larger channel
rate for the adversary but a smaller channel rate for the legitimate receiver. With the intention of detecting the
Skylarking (pilot spoofing) attack and minimizing its damages, we design a two-way training-based scheme. The
effective detector exploits the intrusive component created by the adversary, followed by a secure beam forming-
assisted data transmission. In addition to the solid detection performance, this scheme is also capable of obtaining
the estimations of both legitimate and illegitimate channels, which allows the users to achieve secure communication
in the presence of pilot spoofing attack. The detection probability is evaluated based on the derived test threshold at
a given requirement on the probability of false alarming. The achievable secrecy rate is utilized to measure the
security level of the data transmission. Our analysis shows that even without any pre-assumed knowledge of eaves
dropper, the proposed scheme is still able to achieve the maximal secrecy rate in certain cases. Numerical results are
provided to show that our scheme could achieve a high detection probability as well as secure transmission.

KEY WORDS: Physical layer security, Skylarking (pilot spoofing) attack, active eavesdropping, two-way training
method.

1. INTRODUCTION

AS WIRELESS networks are bearing larger and larger responsibilities of our essential activities, it is crucial
to protect the wireless transmission against either passive or active attack from any adversary. Classic cryptographic
methods achieved secure communication by encrypting the confidential message as the unreadable cipher message,
only the authentic receiver with valid secret key could decrypt and obtain the correct information. However, another
method dedicated to achieve secure transmission based on the physical layer property, named as physical layer
security, has been proposed even before the cryptographic method. Pioneering works by Wyner introduced the basic
wiretap channel model which consists of a transmitter, a legal receiver and an eavesdropper (adversary), and defines
the secrecy rate as the information rate that could be totally kept secret from the eavesdropper. In recent decades, the
development of multi-input-multi output (MIMO) techniques (e.g., beam forming) provide a great opportunity to
achieve a positive secrecy rate even when the legitimate channel is worse than the illegitimate one the optimal secure
beam former that maximizes the achievable secrecy rate is found when both legitimate and illegitimate channel
conditions are perfectly known. Artificial noise aided methods were proposed under the case that the eavesdropper’s
channel condition is not available. Other than the passive eavesdropping, the adversary could choose the active attack
instead. One intelligent attack is called the Skylarking (pilot spoofing) attack, in which the adversary pretends to be
the legitimate transmitter to spread false messages, or be the legitimate receiver to filch confidential information.
This Skylarking (pilot spoofing) attack is originally studied in cyber network. Though some related detection
algorithms are designed based on utilizing the physical layer properties, e.g., comparing the channel state information
(CSI) in neighbouring time slots. However, the spoofing attack could also happen in the physical layer of
communication systems. Due to that the CSI is essential for data transmission and reception, a pilot-assisted channel
estimation method is widely used in practical systems. For example, in a time duplex division (TDD) system, the
legal receiver is required to send the assigned pilot signals to the transmitter, and the CSI can be estimated based on
the received pilot signals due to the reciprocity of the uplink and downlink channels. The pilot signal set is pre-
designed and known by the transmitter and receiver, and different pilot signals are usually orthogonal to each other
to avoid contamination phenomenon. Because of being repeatedly used and publicly known, the knowledge be the
legitimate transmitter to spread false messages, or be the legitimate receiver to filch confidential information. This
spoofing attack is originally studied in cyber network. Though some related detection algorithms are designed based
on utilizing the physical layer properties, e.g., comparing the channel state information (CSI) in neighboring time
slots. However, recent study illustrates that spoofing attack could also happen in the physical layer of communication
systems. Due to that the CSI is essential for data transmission and reception, a pilot-assisted channel estimation
method is widely used in practical systems. For example, in a time duplex division (TDD) system, the legal receiver
is required to send the assigned pilot signals to the transmitter, and the CSI can be estimated based on the received
pilot signals due to the reciprocity of the uplink and downlink channels. The pilot signal set is pre-designed and
known by the transmitter and receiver, and different pilot signals are usually orthogonal to each other to avoid
contamination phenomenon. Because of being repeatedly used and publicly known, the knowledge of pilot signals
could easily be learned by an adversary, and the spoofing attack to the transmitter becomes possible by broadcasting
the identical pilot signal as that of a legitimate receiver. By doing so, the adversary could manipulate the channel
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estimation result and benefit from the attack. If the transmitter is equipped with multiple antennas to perform beam
forming during downlink transmission, e.g., maximum ratio transmission (MRT), the main beam of the data signal
might be directed to the adversary or other unwanted destinations. This attack is named as pilot spoofing attack and
obviously it could create terrible consequences. However, due to variable purposes of attacks, the pilot spoofing
attack may not be the worst-case attack as the definition of worst-case could be subjective. This attack problem from
the pilot contamination scenario and mainly analyzed its damages. two new channel estimation schemes were
proposed with fundamentally modified pilot signal design and estimation process, the former suggested to transmit
two random phase-shift keying (PSK) symbols as the pilot signal and tried to detect the pilot spoofing attack based
on the phase difference of those two symbols; the latter proposed a new discriminatory channel estimation method
and claimed to be secure from the pilot spoofing (contamination) attack by randomly choosing the newly designed
stochastic pilot signals. With the intention of incurring as less modifications as possible to the current pilot-assisted
channel estimation process, the energy ratio detector (ERD) was proposed by exploiting the power unbalance
between the transmitter side and the receiver side when they are under attack. Although the ERD provides good
detection performance, it did not propose explicit backup plans to recover the secure data transmission. Motivated
by this demand, we propose a two-way training based scheme to achieve the goals of detecting the pilot spoofing
attack and securely re-transmitting the data signal. The basic process is that the reverse training is still operating as
usual to allow the transmitter to estimate the CSI. Before confidential data transmission in the downlink phase, the
transmitter first sends the channel estimation results to the receiver, and then conducts the traditional downlink
training by having each antenna transmit the pilot signal to the receiver. Therefore, both uplink and downlink channel
estimations are available at the receiver, which allows it to make a test based on the difference between two
estimation results. The detection outcome will be fed back to the transmitter together with the downlink channel
estimation if needed. The simulation performance shows that our detector, named as two-way training detector
(TWTD), could obtain an even higher detection rate than that of ERD. More importantly, if the detection result
indicates the existence of pilot spoofing attack, the transmitter could derive the estimations of both legitimate and
illegitimate channels. Thus, by applying secure beam forming, the transmitter is able to immediately recover the data
transmission while keeping it secret from the adversary. The main contributions of our work are summarized in four
aspects: 1) our proposed scheme needs no drastic modification to current transmission structure. For example, in the
LTE-TDD system, the uplink pilot time slot (UpPTS) and downlink pilot time slot (DWPTS) are already
implemented; 2) the TWTD could achieve even higher detection probability than that of the ERD. Similar to the
ERD, the threshold derived for the TWTD is also not dependent on the instantaneous channel conditions, which
suggests such threshold could be used among different time frames; 3) unlike the ERD, our scheme is able to estimate
both channels, switch to secure beam forming almost immediately and finally achieve positive secrecy rate within
the same time frame; 4) even without any prior information about Eve, our scheme is able to obtain the maximal
secrecy rate in some cases, e.g., the adversary utilizes relatively large power. The rest of the paper is organized as
follows. We introduce the system model utilized in this paper and related assumptions. Moreover, the negative
impacts caused by pilot spoofing attack are also discussed. The detailed detection process of the two-way training
detector is given, including the derivation of test threshold and evaluation of detection probability. How to recover
the secure transmission when the detection result indicates the existence of pilot spoofing attack. This system
contains the simulation set-up and results as well as the related discussions which verifies our theoretical analysis.
System Model and Problem Formulation: We adopt a typical wiretap channel model, in which the transmitter
Alice has multiple antennas and both the receiver Bob and the eavesdropper Eve are equipped with a single antenna.
In a TDD system, Bob sends the assigned pilot signal to let Alice estimate the channel. Meantime, Eve conducts the
pilot spoofing attack by sending the same pilot signals to Alice. In this work, we assume that the channels are block
fading, i.e., the CSI remains constant during a given time frame length (denoted as N) and changes independently
among different time frames. The coherence time length N is mainly splitting into three parts: uplink training with
N1, downlink training with N2 and data transmission for Nd. D1 indicates the data information of the channel
estimation result from Alice. The length of D1 and result feedback are assumed to be short enough therefore
negligible. Unless specified individually, the following notations are used throughout the paper. The vector and
matrix are denoted by bold lowercase and uppercase letters, such as a and A, respectively. aH and AH represent the
Hermitian transpose of vector a and matrix A. _ - _ denotes the Euclidean norm of a vector or a matrix and | - |
represents the absolute value of a scalar. Cmxn denotes the complex space of a matrix of the dimension m x n.
Identity matrix with dimension M x M is denoted by IM. The distribution of a circularly symmetric complex Gaussian
(CSCG) random variable with zero mean and variance ¢2 is denoted as CN (0, ¢2). Ex,y{F} describes the
mathematical expectation of F over x and y. Pr(-) denotes the probability measure. The legitimate channel hB €
CMx1 and illegitimate channel hE € CMx1 are

hB =_fB.h B, Q)
hE=_PBE.hE, 2
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Where M (M > 2) is the number of antennas at Alice. fB and SE represent the long-term fading components
(e.g., shadowing and path-loss) for Bob and Eve, respectively..h B,.h E € CMx1 denote the short-term fading
coefficients (e.g., multi-path effect), where each element of .hB, .hE is CSCG distributed with zero-mean and unit-
variance. We assume that hB and hE are independent from each other. The power budgets at Alice, Bob and Eve are
denoted as PA, PB and PE, separately. We assume that the power for pilot signal and data signal is the same unless
particularly specified. The received signal at Alice, denoted as Ya, becomes,

Ya=_PB(hB + _PE PB hE)xup + U, (3)

Where Ya,U € CMxN1, xup € C1xN1, and we design xupxH up = N1. xup denotes the pilot signals sent in
the uplink channels. U is the additive Gaussian noise matrix at Alice and each element of U is identically and
independently distributed with zero-mean and ¢2 variance. Using the linear minimum mean square error (LMMSE)
channel estimation method, we obtain the uplink channel estimation h B, which

"h B =YaA =_PBhBxupA + PEhE xupA+ UA, (@)
A =xH~ up PBo2 _ 1 PBAB + xupxH up 62-1, (5)

Where A is pre-designed and getting (5) is based on Matrix Inversion Lemma. Then we could have
"hB="h _B+hE_=hB+hE_ + eU, (6)

Where hE_ =VPEhE xupA, and eu is the Gaussian estimationerror vector with zero mean and covariance
matrix ¢2 eu IM. Note that A is designed to estimate hB without knowing the existence of hE. According to the
property of LMMSE, h_B and su are two uncorrelated Gaussian random vectorsthose are also independent from hE.
Based on the orthogonal principle, ergodically we have E{_ hB_2} = E{ "h_B_2} +E{ eu_2}. Because hB and ¢u
are mutually independent, the derived o2 eu is also applicable in a particular time frame. With the Matrix Inversion
Lemma again, it yields

02¢U= fBo202 + PBSB N1. (7)

We can see that “h B is now contaminated by the intrusive component hE _. With no more verifying, Alice
utilizes this “hB to design the beam former w in the downlink data transmission, e.g., MRT. We express the signal-
to-noise ratio (SNR) at Bob and Eve as

SNRB =PA_hHB w_202, (8)
SNRE =PA_hHE w_202, 9

Respectively, where w = "hB/_"hB_. By observing (4), we can see that if there is no pilot Skylarking
(spoofing) attack, e.g., PE =0, w will basically follow the direction to Bob. However, with the attack happens, the
direction of w swings towards Eve. Especially when PE > PB, the portion of hE in “h B is larger than that of hB
which leads to that the beamformer is mainly towards the attacker. Then the SNR at Bob becomes smaller unless the
hE is in the same direction of hB like in the man in the middle (MITM) attack, i.e., hE = ahB, (a > 0). However, in
this work, given that hE and hB are independent of each other, the probability of equality is considerably low.
Therefore, Alice and Bob then cannot achieve any positive secrecy rate, defined as Rs = log2(1 + SNRB ) — log2 (1
+ SNRE ). With increasing PE, the achievable channel rate of Bob is decreasing while that of Eve is increasing, and
when PE reaches the same level as PB, the achievable secrecy rate, which is indicated by the gap between the dashed
lines and the solid lines, will reach zero as well. The simulation results match our analysis and imply that in order to
generate non-positive ergodic Rs, the adversary needs to spend at least equal power of a legitimate receiver. Since
the serious damages could be caused by Skylarking (pilot spoofing attack), it is important for Alice and Bob to have
the ability to detect such attack and also recover secure transmission. Motivated by these requirements, a two-way
training based scheme is proposed, where in addition to the reverse training, a downlink training session is
implemented to allow the channel estimation at Bob. The TWTD exploits the unbalance of the estimation results at
Alice and Bob to decide whether they are under pilot spoofing attack or not. When the attack is indicated by the
detection results, Alice and Bob can immediately generate the estimation for both legitimate and illegitimate channels
and perform the secure beam forming to re-achieve a positive secrecy rate. Note that Eve may also attack the
downlink training session and interfere with the estimation result at Bob. However, in this case, the most serious
damage Eve could create is to jam the channel estimation ~h B at Bob, meaning that Eve could not benefit much from
such an attack. Therefore, we focus on the case that Eve attacks Alice only. Moreover, we can show that our TWTD
could also successfully detect the pilot spoofing attack to Bob if there is any.

TWO-WAY Training Based Detector: In this section, the detailed process of TWTD is introduced. Firstly, we
define two hypothesises: HO denotes that there is no pilot spoofing attack; H1 indicates that Alice is under pilot
spoofing attack. The two-way training based channel estimation phase consists of the following two sessions:
Uplink Training Session: In this session, Bob transmits the assigned pilot signals to Alice. Only under H1, Eve
transmits the identical pilot signals to spoof Alice. The received signals become

HO: Ya=_PBhBxup + U, (10)

H1: Ya=_PB(hB +_PEPB hE )xup + U. (11)

As discussed in Section 11, Alice utilizes the pre-designed LMMSE estimator to handle the incoming signal
Ya and obtains.

JCHPS Special Issue 12: August 2017 www.jchps.com Page 41


http://www.jchps.com/

Journal of Chemical and Pharmaceutical Sciences Print ISSN: 0974-2115
HO: "hB = hB + ¢u, (12)
H1:"hB ="h_B+ hE_=hB + hE_ + eu, (13)
Where the variance of estimation error eu is given in (7). Note that “h_B under H1 actually has the same
property as “hB under HO, e.g., "h_ B is uncorrelated to eu.
Downlink Training Session: We apply traditional downlink training method in this_session, i.e., each antenna at
Alice transmits the assigned_pilot signal (denoted as xdn € C1xN_2, N2 = MN_2), and Bob then estimates every
channel between that antenna of Alice and the antenna of its own. First, we have
Yb,i = _PAhHB,ixdn + v, (14)
Where hB, i represents the channel between ith (i €{1, 2 - - - M}) antenna at Alice to Bob, and Yb,i, v
€C1xN_2 denote the received signal and white noise at Bob, respectively. Similarly, we design xdnxHdn=
N_2.Therefore, the estimation result by utilizing LMMSE estimator is

hB,i = AbYHDb,i, (15)
Ab = 1VPA462_ 1PApB+xdnxHdno2_—1xdn, (16)
and
“hB,i = hB,i + &d,i, 17)
Where &d,i is the ith channel estimation error. Similarlyto (7), we obtain ¢2
ed,i= fBo202 + PASBN 2, (18)
We formate "hB =["h B,1, "h B,2 - - - "h B,M]T and get
hB = hB + &d. (19)

Consider that the noise terms among different channelsare independent, in which ed ~ CN(0, 02¢d IM),
where ¢2¢d= 62 ed,i. By observing the estimation results, we can find that under HO, (12) and (19) have similar
formations but under H1, (13) has an extra component hE _. This gives Alice and Bob an opportunity to detect the
attack’s existence.In a given time frame, the channel conditions hB and hE are considered to be stationary. Therefore,
based on (12) and (19), we can obtain that *hB ~ CN(hB, s2¢u IM) under HO and “h B ~CN(hB + hE _, 62 cu IM)
under H1, and “h B ~CN(hB, 62¢d IM).We then have

"h B—"hB) ~ _CN(0, 62 1 IM) — HO CN(hE_, 621 IM) — H1,(20)

Where 621= g2¢u+ o2¢d. In real transmission, “h B — ~hB could be achieved by having Alice encode “hB as
data information and send it to Bob before the downlink training session. The problem of detecting Eve based on
(20) becomes similar to detecting an unknown deterministic signal within the received Gaussian signals [20], while
here the “unknown deterministic signal” is actually the illegitimate channel component. In order to differentiate HO
and H1, the test statistic T is designed as T = "hB — ~h B_2 inspired by the classic energy detector, which the
hypothesis test problem is

T= _"hB-"hB_2 HO sH1y, (21)
and y is the test threshold to be determined.Under HO, we have
T=0212__ "hB-"hBolN2__ 2~ (M, c21), (22)
and under H1, the test statistic becomes
T=0212__ "hB-"hBolN2__ 2=¢212T _, (23)
T~ 22M(7), (24)

Where (k, 6) represents the gamma distribution with a shapeparameter k and a scale parameter 6, and »2 k
(1) denotes the non-central chi-squared distribution with degrees of freedom kand non-centrality parameter 4. HereAlin
(24) is

A =2021_hE__2 =2PEc21PB(_hE _xupA)2. (25)

Given the distribution of T under HO and the requirement ofprobability of false alarming (denoted as Pf a),

we could derivethe threshold y of the test statistic:Pf a = Pr{T > y, |hB, hE ; HO} = Pr{7 > y, [HO},= _+ooy
fo(t)dt=1—FO(y ), (26)

Where fO(t) and FO(t) are the probability density function (PDF) and corresponding cumulative density
function(CDF) of T under HO, respectively. Note that the test threshold derived is not related to the instantaneous
channel conditions hB or hE. Based on gamma distribution, we obtain

FO(y) = 1_(M)r (M,yo21), (27)

Where r (a, b) is the lower incomplete gamma function. Therefore, the test threshold y is obtained by
performing an inverse operation on FO(y ).Based on the threshold, we can evaluate the performance the TWTD by
examining the probability of detection Pd, which is

Pd = Pr{T >y, |hB, hE ; H1}= Pr{T _>2y021, |hE ; H1} = +002y621f1(t)dt= 1 — F1(2yc21), (28)

Where f1(t) and F1(t) are the PDF and corresponding CDFof T _ under HO, respectively. According to the

property of non-central chi-squared distribution, Pd could be rewritten as
Pd=1-[1-QM{\4_2ys21)] = QM(4,_2y021), (29)

Where QM(a, b) is the Marcum Q-function and 4 is given in (25). Pd represents the possibility that Alice-

Bob could detect the pilot spoofing attack in a particular time frame. It is understandable that this detection
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performance is related to the channel condition hE. To evaluate the detection probability of TWTD through the
average perspective, .Pd is introduced, which is the ergodic detection probability.

Pd = EhE {Pd} = ERE{QM(NA,_2y021)}, (30)

Where 4 is related to hE. As aforementioned, the adversary might also conduct pilot spoofing attack to Bob
in the downlink as the pilot signals are not re-designed, which may generate another two attacking cases: 1) only
Bob is getting attack and 2) both Alice and Bob are attacked. Next, we will succinctly explain that our TWTD could
also successfully detect the attack in these cases.

Case 1: Only Bob is attacked: In this case, we consider that only Bob is under attack. Therefore, the uplink training
result becomes

"hB = hB + eu, (31)
And the downlink training results become
HO : “h B,i = hB,i + &d,1i, (32)
H1:"hB,i=hB,i + h EB+ &d,i, (33)
Where h_EB is the Bob-Eve channel component and remains stationary in the same time frame. Then we
have
HO:"h B =hB + &d, (34)
H1:"hB=hB +h_EB1 + &d, (35)

In which 1 € CMx1 represents a vector with every element is one. According to TWTD, (*h B—"hB) becomes
("hB—-"hB) ~_CN (0, 621 IM) — HOCN (~h_EB1, 621 IM) — H1, (36)

We can easily observe that (36) is similar to (20). The negative sign is negligible in calculating 4. Without
too much difficulty, it can show our TWTD is still effective.

Case 2: Both Alice and Bob are attacked: We consider that Alice and Bob are both under the pilot spoofing attack
(Skylarking attack). According to (12), (13), (34) and (35), we could directly rewrite ("hB —~h B) as
("h B—"hB) ~_CN(0, 621 IM) - HOCN(hE_ — h_EB1, ¢21 IM) — H1, (37)

With the similar proof given in Case 1, our TWTD isstill valid in this attacking situation. In fact, 4 is dependent on
the norm of hE_ in (20) and (hE _—h_EB1) in this case. As hE_ and h_ EB1 aretwo i.i.d. Gaussian random vetctors
ergodically, so 4 is on average even larger in this case, which indicates that Eve could more easily be detected. This
matches the intuitive thought that if the adversary is more active (attacking both Alice and Bab), it shall take higher
risk to be caught. Due to this reason and the fact that Eve actually could not benefit much from attacking Bob, we
stay put the case that only Alice is attacked. After detection, Bob will feed back the result to Alice. To protect the
feedback signal from Eve’s attack, Bob could assign such a signal with variable length and in different positions.
Therefore, Eve could not only jam the feedback signal without jeopardizing its information stealing in the data
transmission period. It is then important for Alice to know how to react to the detection result. If it shows no pilot
spoofing attack, Alice could continue MRT in data transmission. When the result indicates the attack, Alice should
have a backup plan to recover the secure transmission.
Secure Transmission: In this section, the procedure of re-achieving the secure data transmission is introduced.
Firstly, Bob feeds the detection result back to Alice along with “h B when the result implies the pilot spoofing attack.
Alice then utilizes ~h B as the correct estimation of hB, and without loss of generality, we could rewrite.

hB ="hB + &d. (38)
Next, Alice intends to obtain the estimation of hE. Accordingto hE_ =VPEhE xupA, we formate two estimations on
hE, which are

“hE ="hB — ~h ¥ BPE xupA= hE + ¢e, (39)

“hE ="hB — “h  BPBxupA=_PEPBhE + ¢e, (40)

Where ¢, £, are the estimation error vectors with Gaussiandistribution, i.e., ¢"e = Veu—dPE xupA~ CN(O,
02¢ "elM) ande™e =Veu—edPBXupA ~ CN(0, 62¢ ~ eIM). As PE is usually unknown in realistic situations, we regard
“h E is the optimal estimation and “hE is the practical estimation result, which we have “hE = PEPB"hE. Clearly, "h
E is more accurate than ~h E as the channel estimation. With the knowledge of “h B and "h E (or “hE ), Alice could
apply secure beam forming that can maximize the achievable secrecy rate denoted as Rs [5]. Let sd € C1xNd and
Xd e CMxNd represent the data signal before and after precoding, respectively.

Xd = wsd. (41)
The received signals at Bob and Eve are

yb = _PAhBHXd + vb, (42)

ye = PAhEHXd + ve, (43)

Where, vb and ve represent the Gaussian noise at Bob and Eve with zero mean and variance o2, respectively.
Given (38) and (39), we may then rewrite
yb=_PA(ChB + ed )HXd + vb = _PA "hHB Xd + (_PAcHd Xd + vb)= _PA™hHB Xd + v_b, (44)
and
ye=_PA(ChE +¢e)HXd + ve= _PAhHE Xd + (_ PA¢He Xd + ve)= PAhHE Xd + v _e, (45)

JCHPS Special Issue 12: August 2017 www.jchps.com Page 43


http://www.jchps.com/

Journal of Chemical and Pharmaceutical Sciences Print ISSN: 0974-2115

Where, ¢"e = PBPE ¢"e. Based on the orthogonal principle of LMMSE, ~h B is uncorrelated with ed and the
instantaneous SNR at Bob could be written as

SNRB =PA_wH"hB_2PA wH &d_2 + ¢2. (46)

Before proceeding, we introduce the following lemma first.Lemma 1: Given (13), (19), (39) and (40), "hE
and “hE are uncorrelated with ¢"e and ¢7e, respectively. To prove Lemma 1, it is equivalent to prove both “h B and
“hB are uncorrelated with eu and ed. According tol) hE_ is independent from eu and &d,2) “h_B is independent from
ed and uncorrelated with eu, 3) “hB is independent from cu and uncorrelated with ed.Based on 1), 2) and (13), we can
see that “h B is uncorrelatedwith eu and «d. Based on 3), “hB is proved to be uncorrelated with eu and d. Due to the
fact that VPEXupA is a scalar value which does not affect the non-correlation, so the proof of Lemma 1 is completed.
Therefore, we could represent the SNR of Eve as

SNRE =PA_wH"hE _2PA wH ¢"e_2 + ¢2. (47)
Based on [21, Lemma 1] and [22], the achievable secrecy rate Rs (w) could be approximated as
Rs (w) =log2 1 + SNRB1 + SNRE_ = R_s(w), (48)
RsW=log2l+a wH"hB 21+~ wH"hE 2, (49)

Where a = PA/(PAc2 ed+ 62) and 5~ = PA/(PAc2¢e e+ 62).

For tractable reason, we target on maximizing R_s (w) by designing the secure beam former w. R_s (w)
could be expressed as

R_s(w) =1log2 _wH (IM + «"h B"hHB)wwH(IM + * £"hE"hH)w, (50)

Due to the monotonicity of the log function, maximizing (50) is equivalent to the following optimizing

problem:

maxwwH(IM + ¢"h B"hHB )wwH (IM + " f"hE"hHE )w= wHMwwHNw, (51)
s.t._w_2=1M,N> 0. Note that (51) is a generalized Rayleigh quotient (GRQ) problem. In order to find the optimal
beamformer (denoted as wo) that maximize the value of (51), we introduce the following lemma first. Lemma 2 [23]:
For a GRQ problem in the form of eH x MexeH x Nex, where M and N are symmetric positive definite matrices, we
have

Amin < eH x Mex eH x Nex< Amax, (52)

Where Amin and Amax represent the minimal and maximal generalized eigenvalues obtained by the
corresponding unitnorm generalized eigenvectors emin and emax of the matrix pencil (M, N), respectively.
Therefore, based on Lemma 2, we could easily find that the optimal secure beam former which achieves the largest
R_s is the unit-norm generalized eigenvector that corresponds the largest generalized eigenvalue of matrix pencil
(M,N), i.e., wo = emax and R_s —max= R_s (wo) = log2(Amax ).

Recall the fact that “h E is our optimal estimation and “hE is the practical channel estimation because of
unknown PE.We could have R__s (w) by replacing

"hE, &"e with"h E, e in (45),
R_s(w)=1log2 _wH(IM + «"hB"hHB )w wH (IM + ~ f"hE"hHE )w, (53)

Where = = PAI(PAo2 & e + ¢2). Therefore, in practical situation, first obtain the beam former wx that
maximize R__s (w), and substitute it into (50) to evaluate the actual achieved secrecy rate R_(w=). According to
Lemma 2, it is easy to observe that wx is the unit-norm generalized eigenvector that corresponding to the largest
generalized eigenvalue of matrix pencil (M, N_), where N_ = IM + ~ ~h EThHE. Moreover, R_(wx) could be written
as

R_(wx) =log2 _ (w+x)H(IM + o"hB"hHB )wx(w=)H(IM + ~ £"hE"hHE )wx. (54)

We can conclude that

R_ (wo) > R_(w=x), (55)

Which illustrates that R_(wo) could be regarded as an upper bound to the achievable secrecy rate. So the
remaining question is: in what condition that we can achieve the equality in (55), or in another word, wx = wo? First,
note that is the moment when Eve begins to generate a zero ergodic secrecy rate if there is no detection. This implies
that from the adversary’s perspective, PE should not be very small, otherwise, the adversary could not benefit much
from the attack. In the latter case of large PE, f"PE PB becomes very large.

Numerical Result: We conduct several computer simulations to verify our theoretical analysis and the
corresponding results are presented in this section. Every simulation result is obtained by 104 times Monto Carlo
experiments. Without loss of generality, the long term fading coefficients are set to be one, i.e., B = fE =1, and the
power budgets at Alice and Bob are 10 dB, i.e., PA = PB = 10 dB. The number of antennas M = 4 if there is no other
specification. In the simulation, we will verify the impact of different power of Eve PE, different lengths (N1, N2)
of uplink and downlink training., the threshold values based on simulation and theoretical results are presented under
different N1, N2 when PE = 10 dB. It is easy to observe that both results are almost overlapping, which validates the
accuracy of our theoretical analysis. Moreover, the overlapping level when N1 = 100 is lower than that when N1 =
500, which is understandable that the threshold will be more accurate with longer training length. As N1, N2 get
larger, the threshold gets smaller. This is because a larger training length will generate more accurate channel
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estimation results, and the test statistic T under HO will approach its mean value 0. Therefore, with a given Pf a, the
derived threshold becomes smaller. Detection probability versus variable PE and different requirement of Pf a. PA
=PB=10dB, M =4 and N1 = 100, N2 = 400. The detection performance of our TWTD is given in Fig. 5, in which
we present three types of detection probability: 1) Pd obtained by simulations based on simulation threshold; 2) Pd
obtained by simulations based on theoretical threshold; 3) Pd derived by theoretical analysis based on theoretical
threshold. Under both given Pfa = 0.01, 0.001, the three detection probabilities are nearly overlapping. When PE is
larger than 0 dB, our detection probability is almost 1 which implies that our TWTD could almost detect all the pilot
spoofing attacks. Even when PE is small, like PE = —10 dB, the detection probability is still over 90% and 80% for
a given Pf a, respectively. Observe that the Pd achieved by simulations based on simulation threshold is usually the
smallest, it is because the simulation threshold is slightly larger than the theoretical one which generates a relatively
smaller detection probability. Due to the same reason, the actual Pf a is also slightly larger than the required Pf a,
e.g., Pf a = 0.011 when required one is 0.01 and Pf a = 0.0011 when required one is 0.001. The performances of
achievable secrecy rate by using our proposed two-way training based scheme under practical channel estimation,
optimal channel estimation and perfect CSI. Such secrecy performance without applying any detection method is
also presented as a comparison. Clearly, we can achieve much higher secrecy rate by using the detection and secure
beam forming. The more accurate channel conditions we have, the larger secrecy rate we could obtain. This
phenomenon is more obvious in the low PE region, e.g., when PE = 0 dB, the detection probability approaches 1
according to, and the achievable secrecy rate with optimal channel estimation is larger than that with practical channel
estimation. However, when PE is large, e.g., PE > 10 dB, utilizing the practical channel estimation could generate
as large secrecy rate as that of optimal channel estimation or perfect CSI. This validates our analysis in, when in the
large PE region, "hE = hE and the optimal secure beam former wx* = wo which is zero forcing over “h E. Therefore,
we are able to achieve the maximal secrecy rate without knowing exact PE in this case.

The effective secrecy rate achieved by different training length N1, N2. We utilize a numerical method to
solve the intractable we first set the overall length of the time frame to be N = 15000, and the maximal allowed length
Nmax for training session is 600, i.e., N1 + N2 < 600. N1 starts with a minimal value 20 and increases by a fixed step
size _N1 =20 until it reaches its maximal value N1m = 200. N2 follows a similar process only the step size become
_N2 = _N1xM and its maximal value becomes N2m = Nmax — N1m. For each pair of (N1, N2), we calculate the
corresponding effective secrecy rate and we are able to find the largest effective secrecy rate and the optimal training
length denoted as (N 1, N+ 2). Obviously, the accuracy of this numerical method is dependent on the step size, and
a smaller step size may increase the accuracy but will consume larger computational resources. It shows the optimal
N+ 1 = 80, N*2= 120 and the largest. Cs = 4.6407 bits/s/Hz. We could observe that it does not consume all the
available training length.

2. CONCLUSION

In this paper, we have studied an active eavesdropping problem, i.e., Skylarking attack (pilot spoofing
attack). A two-way training based scheme has been proposed to defend such attack. The scheme first detects the
attack by the unbalance of channel estimations at Alice and Bob, and then formats the secure beamforming based on
the estimations of legitimate and illegitimate channels. It is shown that the proposed scheme could achieve a high
detection probability. Moreover, according to the two way channel estimation, the positive secrecy rate is proven to
be achievable. With the further validation of numerical results, our two-way training based scheme has been proven
to be able to protect the confidential communication against the Skylarking attack (pilot spoofing attack). In order to
apply the scheme to practical communication systems, some issues need to be considered, such as the design of the
proper reference signal patterns and the feedback procedure. These interesting topics may fall in our future studies.
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